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Abstract: Aiming at the problem that the traceability of a traceable attribute-based encryption (ABE) scheme was not
sufficient to address the key abuse completely, a traceable ABE scheme against key-delegation abuse was proposed. A se-
cret parameter was be shared to all user private key components corresponding to attributes, and the decryption was com-
pleted by using all these components together, such that only parts of them could not realize the decryption and the real
key-delegation abuse resistance ability was be obtained consequently. A short signature technique was employed to pre-
vent the tracing parameter embedded in a user private key from being forged, so as to achieve the traceability of the user
who leaked his user private key. Supporting both key-delegation abuse resistance and user tracing enhances the security
of the proposed scheme. And compared with related schemes, the proposed scheme has better advantage in terms of the
parameters size and the computation cost.
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